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PKI1 Digital Certificate Enrollment Instructions

1. Open aweb browser to:
https://onsite.verisign.com/services/ | nformati onNetworkof Kansas/
- Or -
https://onsite.verisign.com/services | nformationNetworkof Kansasl I T/
(Note: The URL will depend upon which jurisdiction you are enrolling for.)

2. If you need help with your certificate go to:
https://onsite.verisign.com/services | nformati onNetworkof K ansas/client/hel p/index.html

3. Click Enroall

<A Digital ID Center, - Microsoft Internet Explorer

File Edit Miew Favarites  Tools  Help
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Address :El https: ffonsite, verisign. com/'services  Informationtetworkof kK ansas)

| Digital ID Center

Information Network of Kansas Digital ID
Center

ENROLL

Choose this option to enroll for a client Digital 1D

@ PICK UP ID

Choose this option if you enrolled for a Digital 10 but did not pick it up.

@ SEARCH

Choose this option to search for a Digital 10, This function is useful for determining whether
a Digital 1D is valid, expired, ar revoked. ¥ou may also download 1Ds from this option.

RENEW

Choose this option to renew a Digital 10 which is expiring ar which has already expired. You
should generally start renewing your Digital 1D at least one month before your Digital 1D is
due to expire.
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REVOKE

Choose this option to revoke your Digital [D. Digital [Ds should be revoked immediately for
any suspected compromise, including lost or stolen private keys, corrupted key pairs,
change in site ownership, or suspected fraud.

@ INSTALL CA

Copyright @ 1905-2002, VeriSign, Inc. All rights reserved. r. %riSign

TRUST NETWORK™

@]
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4. Complete the enrollment form.

accesskansas Enl'Ollme nt

Help with this Page

Complete Enrollment Form

Information for the Digital ID

Fill in all fields. IUse only the English alphabet with no accented characters. The information marked
with a "#" is included in your Digital ID and is available to the public.

Please enter your
name EXACTLY
asit was submitted
to your Local

First Name: * (required]
Mickname or middle initial allowed
(Example: Jack B.)

Last Name: * [(required]

{example -- Dogj Thisisyou work

email address:

Your E-mail Address: ¥  [required]

(example -- [bdoe@@verisign. cam)

Organization

Namae

Company/Agency/0rg: *  (required)
(Example: VeriSign)

Thisfield can be
|aoft hlanl

Dept /Div/Proj: *

(Example: Administration)

Payment ID: * L eave Blank

1111 1
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Challenge Phrase

The Challenge Phrase is a password you use when you want to manage your Digital 1D
throughout the Digital ID Center. It is not stored with the Digital ID. Before you can manage
your Digital ID, you need to enter the Challenge Phrase. The Challenge Phrase protects you
from unauthorized management of your Digital ID. The Challenge Phrase can be one or more

IO T IO

The Challenge Phrase is a unique phrase that protects you against unauthorized action on your
Digital ID. Do not share it with anyone. Do not Jase . Y ou will need it when you want to revoke or
renew your Digital 100,

Enter Challenge Phrase: (required]
Do not use any punctuation.

Optional: Enter Comments

In some cases, your administrator will instruct you to enter Shared Zecrat information (known anly
to you and the administrator) in this field. The administrator uses this shared secret to werify that it
really is yow submitting the application. This comment will not be included in your Digital [D.

A L eave Blank

= M all the information above is correct,

SO;ter completi ng the enrollment form scroll to the bottom of the page and click the
]

EHE: S 6 EE T LoD oI, Once you hit Submit you will

“ have to wait until you receive

an email from AccessKansas to
nroceed with the rest.

Copyright @ 1908-2002, VeriSign, Inc. All rights resenred. L'. ‘JEI'ISIgl]

TRUST NETWORK"

Microzoft Internet E xplorer
Canfirm your e-mail address: Confirm your email address
person @ ink.org

[f wour e-mail addrezs is correct, click OF. [f not, click CANCEL and
corect it in the enrollment form.

[ the e-mail address iz not carect, pou will not be able to wze your Digital 1D,

; Cancel |
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Select Yes

Potential Scripting Yiolation

& Thiz *eb site iz requesting a new cerificate on your behall. You should allow only frusted 'web sites to request a l

certificate for pou,
Do pou want to request a certificate now?

a Digital 1D Enroliment - Microzoft Internet Explorer

Fil=  Edit “iew Favortes Toolz Help
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Back Earimand Stop Refrezh Home Search Favarites Media Hiztary b il

Address fé:l https: /4 orsite. venisign. com/services/ nformationt ebwork ofk.anzas/cai-bindzophia.exe

accessKansas Digihl ID' SerVices

Digital

Look in Your E-mail

Go fo the inboy of the e-mail address yvou entered in the enrollment form. There you will find
an e-mail message from your administrator with instructions for installing your Digital 1D,

Copyright @ 1002-2002 , “AriSign, Inc. &l rights reserved. '. VériSigl]
L TRUST NETWORKE"™
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Y ou will then receive an email notifying you that your administrator is processing your Digital ID.

helpcenter@ink._org . |
< 11/25/03 02:03 PM =
oo
Subject |Digital 1D request confirmation

Dear Customer,

Thank you for regquesting & Digital ID. Your administrator
iz processing vour regquest, and will notify you when your
Digital ID is ready.

If you have gquestions sbout your application, please contact
vour Administrator by replying to this e-mail message.

D

Y ou will then receive an additional email notifying you that your Digital 1D was either rejected or
approved.

If your request was rejected, you will then receive another email explaining what you will need to do
to correct the enrollment.

If your request was approved, you will then receive an email from hel pcenter @ink.org which will
include the link for enrollment and your pin number:

Example Email:
Dear Customer Name,

Your Administrator has approved your Digital ID request. To assure that someone
else cannot obtain a Digital ID that contains your personal information, you
must retrieve your Digital ID from a secure web site using a unique Personal
Identification Number (PIN). You can retrieve your Digital ID by following these
simple steps:

Step 1: Visit the Digital ID retrieval web page. If your Administrator has set
up a customized location for retrieving your Digital ID, you should visit the
URL specified by your Administrator. Otherwise, you can retrieve your ID at

https://onsite.verisign.con/services/InformationNetworkofKansas/digital idCenter.
htm

Step 2: In the form, enter your Personal ldentification Number (PIN):
Your PIN is: 1234567890

Step 3: Follow the iInstructions on the page to complete the installation of your
Digital ID.

IT you have any questions or problems, please contact your Administrator by
replying to this e-mail message.
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You can retrieve your Digital ID by following these smple steps:
Step 1: Visit the Digital 1D retrieval web page at:

https.//onsite.verisign.com/services/ | nformationNetworkof K ansas/digitalidCenter.htm

Step 2: In the form, enter your Personal |dentification Number (PIN) from the approval email you received:
Your PIN is: Y ou can copy and paste this number directly from your email into the pin number field.
Step 3: Follow the instructions on the page to complete the installation of your Digital 1D.

If you have any questions or problems, please contact your Administrator by replying to this e-mail message.

<2l Digital ID Center. - Microsoft Internet Explorer
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Information Network of Kansas Digital ID
Center

ENROLL

Choose this option to enroll for a client Digital 10.

PICK UP ID Next you will need to Pick up

Choose this option if you enrolled for a Digital 1D but did norpror o

SEARCH

Choose this option to search for a Digital 10, This function is useful for determining whether
a Digital 1D 15 valid, expired, or revoked. You may also download IDs from this option.

® ® O

RENEW

Choose this option to renew a Digital 10 which is expiring or which has already expired. You
should generally start renewing your Digital 1D at least one month before your Digital D is
due to expire,

®
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a Digital ID Pick up - Microzoft Internet Explorer

File Edt “iew Favortez Toolz Help
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You will need to type or paste
your identification number
Pick Up Digital ID from your approval email.

Important: To complete this step, you must use the same computer you used to submi

the enrollment form.
You need the Fersonal ldentification Mumber (FIN) to camplete this step. You received it in an e-mail

message thatwas sent immediately ater you submitted the enrolliment farm.
This was sent by the administratar to the e-mail address entered in the enrollment form.

Copy (Ctrl + ¢) the PIN number from the e-mail, paste (Cirl +v) it into the box helow, and click SUBKMIT.

Aftervou submit the PIM, itwill take up to three minutes to generate the Digital ID. Do not interrupt the
hrowwser until thete is a response.

Enter the Personal Identification Mumber

(PIN):
The PIM is listed in the confirmation e-mail that

was sent from the administratar.
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| 1] hitps: / fonsshe, vestagn. com/saraces/InfomationNetworkalf.ansas/ cgi-bindsophia.ene

vk Digital ID Services

Congratulations!

Your Digital 1D has heen successfully generated and installed.

Organization =
Organizational Unit =
Common Name =
Email Address =

Senal Humber =

1. ummﬂmmmm
2. Gotothe Diginl [0 Center to find cut more about Digital IDs and Digital ID services.

1al S compling Violalion

Click yes
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