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Fact Sheet
How to Handle Criminal History Records

This document outlines the rules and procedures for handling, disseminating, retaining, and
destroying criminal history record information (CHRI).

What is “chain of custody”?

Chain of custody is a recommended way to handle a completed fingerprint card. The applicant
should take a stamped envelope addressed to the licensing/employing agency with them when
they get fingerprinted. The law enforcement agency will verify the identity of the applicant with a
government issued photo ID and complete a Waiver. Once fingerprinted the law enforcement
agency should place the completed fingerprint card and Waiver in the envelope and place
directly in the mail. It is also permitted to send the fingerprint card and waiver with the applicant
if it is placed in a sealed envelope and then signed over the enclosure by the official taking the
fingerprints. This prevents the applicant from tampering with the completed card.

Who should have access to the CHRI received from a fingerprint record check?

CHRI is considered confidential information. Only those employees making a decision on hiring
or licensing should have access to the CHRI results. Employees and/or visitors should not have
access to CHRI. Any violations should be reported immediately to the KBI Criminal History
Records Manager.

Can | discuss the CHRI with another employee?

You can only discuss CHRI with the other employee(s) that make hiring or licensing decisions.
CHRI cannot be discussed in an open forum with those that do not need to know. If a board or
group meets to discuss hiring or licensing then they must meet in an executive session so the
CHRI is not discussed in a public setting. CHRI is not public information. Even the confirmation
of the existence or nonexistence of CHRI is considered CHRI.

Anyone that makes hiring or licensing decisions, including a board or group members, would
also need to be listed as authorized users and take the online Security Awareness Training.
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Does CHRI need to be in a secure location?

CHRI is required to be kept in a secure location. The secure location may be a locked file
cabinet or in a locked room. In either instance, only those employees making a decision to hire
or license should have access to the locked location.

Is there alimit to the amount of people that are allowed to review CHRI to make a hiring
or licensing decision?

No, there is no limit. The number of people needed to review CHRI is up to your organization.

Can we share the CHRI results with our Licensing Board?

The CHRI can be shared with the Licensing Board; however, there are some restrictions. When
CHRI is shared at a Board meeting then the meeting must be done in an executive session so
the public is not allowed to hear about the criminal history of the individuals. CHRI is protected
information and is not for public consumption. All meeting notes taken during the executive
session are also not allowed to be made public if they explain the CHRI that was discussed
during the session. Even the confirmation of the existence or nonexistence of CHRI is
considered CHRI.

The Licensing board members would also need to be listed as authorized users and take the
online Security Awareness Training.

Can I retain an image of the CHRI instead of paper?

You are permitted to image the results; however, the images must be kept in a password
protected system that is only available to those making hiring or licensing decisions. Imaging
should be done by those with permitted access to CHRI.

If you use a vendor to do imaging offsite, then you must send a written request to the Kansas
Compact Officer to use a 3™ party vendor prior to imaging any files offsite. The Kansas
Compact Officer will review the request and send back a written approval or denial. This
process includes using a vendor that is on state contract. The Kansas Compact Officer contact
information is below.

Can | document information from CHRI and shred?

If you document information from CHRI you are still required to provide the same security as if
you had the original documentation. The information must be kept in a password protected
system, in a locked file cabinet, or in a locked room that is only available to those making hiring
or licensing decisions.

If the vendor is doing the shredding onsite, then you must be present while the CHRI is
shredded to ensure it is completely destroyed.

If you use a vendor to do shredding offsite, then you must send a written request to the Kansas
Compact Officer to use a 3™ party vendor prior to shredding any files offsite. The Kansas
Compact Officer will review the request and send back a written approval or denial. This
process includes using a vendor that is on state contract. The Kansas Compact Officer contact
information is below.
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Can | retain CHRI at the State Archives?

If you plan to store CHRI to the State Archives, you must send a written request to the Kansas
Compact Officer to use the State Archives for storing CHRI. The Kansas Compact Officer will
review the request and send back a written approval or denial. The Kansas Compact Officer
contact information is below.

How long should | keep the CHRI?

CHRI has a very limited “shelf life” because records are updated 24 hours a day, 7 days a week,
365 days a year. CHRI should be kept only for historical reference to explain why a decision
was made based upon the CHRI.

If a new decision should be made about hiring or licensing a new copy of the CHRI should be
requested to ensure the most accurate CHRI is available for each decision.

What should | do if | receive CHRI for someone unknown to my agency?

KBI should not disseminate CHRI to an agency for an individual that does not require a record
check for the approved agency and purpose. If you feel this has happened, please contact the
KBI immediately.

How do | dispose of CHRI when it is no longer needed?

You must shred CHRI that is no longer needed to prevent unauthorized individuals from
unlawfully accessing these records. You can either shred the CHRI yourself, or you can hire a
vendor.

If the vendor is doing the shredding onsite, then you must be present while the CHRI is
shredded to ensure it is completely destroyed.

If you use a vendor to do shredding offsite, then you must send a written request to the Kansas
Compact Officer to use a 3™ party vendor prior to shredding any files offsite. The Kansas
Compact Officer will review the request and send back a written approval or denial. This
includes using a vendor that is on state contract. The Kansas Compact Officer contact
information is below.

What does the Compact Officer require to approve a 3" party vendor for storage,
shredding, and/or document imaging?

The vendor employees for storage, shredding, and document imaging are required to be
fingerprinted and not have any state or federal criminal history disqualifiers. Additionally, the
vendor employees are required to sign yearly forms and take security awareness training. The
Kansas Compact Officer will work directly with the vendor to obtain this information and tell the
vendor with a pass/fail response to let them know which employees are approved.

If the vendor has already has its employees go through this process, then the approval will
happen quickly. If not, then approval will not occur until the vendor goes through the process.
The Kansas Compact Officer will notify your agency in writing stating the approval or denial.
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Are there penalties for violating the use of CHRI?

Access to CHRI, as defined in KSA 22-4701, et seq., and use and dissemination of such
information is governed by state and federal laws and regulations, particularly the federal
regulations on criminal justice information systems, 28 CFR Part 20.25, also referred to as “Title
28”. Similarly, juvenile justice information is controlled by the provisions in the Juvenile
Offender Code, as defined by KSA 38-2325, et seq.

Title 28 states that “any agency or individual violating subpart B of these regulations shall be
subject to a fine not to exceed $10,000 for a violations occurring before September 29, 1999,
and not to exceed $11,000 for a violation occurring on or after September 29, 1999”. Kansas
law also provides specific criminal penalties for unlawfully accessing or disseminating criminal
history record information.

o KSA 22-4707 (c) In addition to any other remedy or penalty authorized by law, any
individual violating or causing a violation of the provisions of this section shall be
deemed guilty of a class A nonperson misdemeanor. If the person is employed or
licensed by a state or local government agency, a conviction shall constitute good cause
to terminate employment or to revoke or suspend a license.

e KSA 21-6002 (a) (3) Official Misconduct is any of the following acts committed by a
public officer or employee in the officer or employee’s public capacity or under color of
the officer or employee’s office or employment using confidential information acquired in
the course of and related to the officer's or employee’s office or employment for the
private benefit or gain of the officer or employee or another or to intentionally cause
harm to another.

o KSA 21-6002 (b) (1) (A) Official Misconduct is defined in subsections (a) (1) through (a)
(4) is a class A nonperson misdemeanor.

e 2022 Kansas Laws, Ch. 92, § 1 (Senate Sub. for H.B. 2495) in subsection (d) (2) says
any intentional disclosure of CHRI is a class A nonperson misdemeanor.

| received a request from another agency to share CHRI results. Can | provide that
information to them?

Sharing CHRI with another agency is prohibited. If the other agency is permitted to receive
CHRI then they will have their own state or federal statute and Memorandum of Agreement with
KBI. Each statute may provide different types of information to be released. The CHRI for your
agency may contain more information then permitted or less information then permitted for the
other agency. The other agency may make a bad decision based upon information they are not
able to see or by seeing too much information. A new request should be made for each reason
the CHRI is needed.

If the parent agency (adoption agency to DCF) needs confirmation that the state and national
searches were conducted you may share the date the searches were conducted and if the
applicant had a pass or fail status. KBI can provide example letters, upon request, for this
process.
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The main office for my organization is in another state and I've been asked to send CHRI
to them.

Sharing CHRI over state lines is strictly prohibited. The branches of your organization residing
in the other state must contact that state’s central repository to find out how to obtain CHRI for
that state. This is because each state has different law on how to disseminate criminal history
records.

If the branch agency needs confirmation that the state and national searches were conducted
you may share the date the searches were conducted and if the applicant had a pass or fail
status. KBI can provide example letters, upon request, for this process.

Do | have to get written permission from the applicant to do a fingerprint-based record
check on them?

Yes, K.S.A. 75-712j requires all Authorized Recipients (stated as Authorized Entities in the statute) to
get written consent from the applicant to obtain their fingerprints to conduct a criminal history record
check and participate in the rap back program for the purpose of determining suitability or fitness for a
permit, license, employment, or volunteer service.

Does K.S.A. 75-712j add any additional requirements?

Yes, the Authorized Recipient shall notify each applicant, employee or volunteer:
e Subjected to a criminal history record check that fingerprints shall be retained by the KBI
and the FBI and when their fingerprints will be enrolled in the Rap Back program.
e That their fingerprints shall be searched against known criminal fingerprints to determine
if a criminal history record exists and fingerprints entered into the unsolved latent
fingerprint file.

The KBI shall:
e Only complete a criminal history record check for the purpose for which it was
requested. Any additional record checks shall require a new set of fingerprints.
¢ Only provide information to the Authorized Recipient that is entitled to receive the
information.
¢ Not disclose any records of fingerprints or records relating to the fingerprints in the
performance of their duties to any person not authorized.

How do | learn how to read CHRI?

KBI will provide training on how to read CHRI upon request. Please contact the Criminal History
Records Manager or the Identification Manager for training. The contact information is below.

Why should | allow an applicant contest their criminal history record for accuracy and
completeness?

As per 28 CFR 50.12 (b), officials making the determination of suitability shall provide the
applicants an opportunity to complete or challenge the accuracy of their criminal history record.
It is possible the reporting agency (law enforcement, prosecutor, court, confinement facility)
could have made an error when they reported the information to the Central Repository.
Similarly, the Central Repository could have made an error in reading and interpreting the

Fact Sheet: Handling CHRI Page 50f 9 Updated April 2025
1620 SW Tyler / Topeka, Kansas 66612-1837 / (785) 296-8200 FAX (785) 296-6781



information received from the reporting agency. The applicant will need to contact the Central
Repository to determine if or where the error occurred. The CHRI will only be updated if
documentation can be provided from the reporting agency with the corrected information. If a
correction has been made, then KBI will mail your agency an updated CHRI with a letter
explaining the correction.

If there is an error to the federal record, then the applicant must contact the Federal Bureau of
Investigation (FBI) for contact information to that state that submitted the errored record. The
contact information for the KBI and the FBI are on the back side of the Waiver Agreement. A
copy of the Waiver Agreement should have been given to the applicant at the point it was
completed. Additionally, the applicant should be provided ample time to make the corrections
before a final decision has been made.

Can | provide a copy of the CHRI to the applicant?

If the applicant feels there is an error on their record, it is permitted to provide a copy of the
CHRI to that individual when your agency policy allows. This will allow the applicant the ability to
contest the information they feel it is incomplete or inaccurate timely, and without incurring
additional cost.

The Waiver Agreement also provides alternate instructions on how to obtain the Kansas and
national criminal history records from KBI and FBI. Please note, if the applicant uses the
alternative method to obtain their criminal history record, then they will be charged again for the
criminal history information. The FBI may take up to 16 weeks to provide the federal criminal
history records. This may delay your decision making process because you must allow the
applicant enough time to challenge their record for completeness and accuracy.

What is the purpose of the Waiver Agreement?

The Waiver Agreement (Waiver) has multiple purposes.
e The first section of the Waiver explains to the applicant:
o They are providing permission for the Authorized Recipient to conduct the
fingerprint-based record check,
o The applicant can request a copy of the CHRI for the purpose of challenging the
accuracy and completeness of the information,
o The results can only be used for the reason it was requested,
o Notification about Rap Back and retaining fingerprints for this purpose.
The second section of the Waiver explains the FBI Privacy Act
e The third section of the Waiver explains to the applicant how to challenge their record at
both the KBI and the FBI.
e The fourth section of the Waiver allows the applicant to
o Explain any criminal convictions,
o Sign acknowledging they are providing permission to conduct the record check
and have received the additional information in the form.
o There is afifth section of the Waiver for NCPA/VCA applicants requiring the
fingerprinting agency to verify the applicant’s identification with a government issued ID.
This is optional for all other reason’s being fingerprinted.
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What do | do with the Waiver Agreement?

A copy of the Waiver Agreement (Waiver) should be given to the applicant prior to being
fingerprinted to review and sign.

Once the applicant has completed the Waiver, then the agency should provide a copy to the
applicant and keep a copy with the fingerprint results. This shows proof that the applicant gave
permission for their fingerprints to be used to obtain CHRI. At the time of an audit you will be
requested to provide the Waiver as verification that your agency had permission to receive the
CHRI.

If your agency submits fingerprint record checks for the purpose of National Childcare
Protection Act / Volunteers for Children Act (NCPA/VCA), the Waiver is required to be sent to
KBI with the fingerprint card. The KBI will date stamp the Waiver and mail it back with the
results of the fingerprint check. This is a requirement for NCPA/VCA to prove to the KBI the
Waiver was signed by the applicant.

If your agency submits fingerprint record checks for any other purpose, the Waiver is not
required to be sent to the KBI for verification.

Agencies may contact the KBI to keep the Waivers on behalf of the agency. To make this
request, please contact the KBI Identification Manager. The contact information is below.

| keep seeing the term Rap Back. What is that?

Rap Back is currently a Kansas only process to notify an agency when one of their applicants
has a CHRI result that is different than what was originally provided. The CHRI can updated 24
hours a day, 7 days a week, 365 days a year through electronic and manual submissions from
law enforcement, prosecutors, courts, and prisons. Rap Back provides an updated response
along with a letter to explain the difference from the original response.

Examples:

e The original response was a No Record notification. A month later the person is
arrested. The Rap Back notification would provide a “Rap Sheet” detailing the arrest
and a cover letter explaining arrest dated [month, day, year] from [agency name] was
added to the criminal history.

e The original response was a “Rap Sheet” with two arrests and convictions. The subject
of the record went to court to get one of the arrests and convictions expunged. The Rap
Back notification would provide a “Rap Sheet” with one arrest and conviction along with
a cover letter saying an arrest and conviction was removed from the record.

e The original response was a “Rap Sheet” with an arrest and conviction. The court
originally mistyped the information, so they send in an update to fix the record. The Rap
Back notification would provide the updated “Rap Sheet” along with a cover letter
explaining arrest dated [month, day, year] from [agency name] was updated on the
criminal history.

Additional information or enroliment can be request by contacting the KBI Identification Unit
Manager. The contact information is listed below.
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Can | submit fingerprint record checks on people in my agency reading criminal history?

Fingerprint-based record checks can only be submitted and processed for people that the
statutory authority allows. For example, if your agency submits fingerprint-based record checks
using the Adam Walsh Act for the purpose of child placement, then you can only submit
fingerprints for potential parents. You cannot submit fingerprint-based record checks for people
that work in the child placement agency placing children. The Adam Walsh Act does not
provide the authority to do record checks on employees.

Another example would be if your agency is submitting fingerprint-based record checks using a
state statute for licensing, then you can only submit fingerprints for those individuals seeking
licensing. You cannot submit fingerprints for employees processing the applications for
licensing unless the state statute specifically provides for this allowance. Kansas does not have
a general statute to allow employees for non-criminal justice agencies to be fingerprinted
because they have access to CHRI.

What is security awareness training?

Security Awareness Training teaches you to understand computer security and how to properly
handle confidential information. The Kansas Highway Patrol provides free online security
awareness training at https://www.cjisonline.com/. To receive a user ID for the website please
contact the KBI Information Services Assistant Division Director. The contact information is
below.

Why do | have to do security awareness training?

Security Awareness Training is mandated by federal regulations, state statutes, and the Kansas
Criminal Justice Information System (KCJIS) Security Policy and Procedures (section 5.2) for all
persons that have access to the federal criminal history records to ensure the CHRI is kept
confidential to protect the privacy of the individual. KCJIS has adopted the Federal Bureau of
Investigation (FBI) Criminal Justice Information System (CJIS) Security Policy and Procedures
then added additional clarification for Kansas. The regulations and laws in the Security Policies
include:

Title 28 Code of Federal Regulations, Part 20

e Subpart A § 20.2 details the authority of the regulations: These regulations are issued
pursuant to sections 501 and 524(b) of the Omnibus Crime Control and Safe Streets Act
of 1968, as amended by the Crime Control Act of 1973, Public Law 93-83, 87 Stat. 197,
42 U.S.C. 3701, et seq. (Act), 28 U.S.C. 534, and Public Law 92-544, 86 Stat. 1115.

e Subpart C § 20.35 authorizes the CJIS Advisory Policy Board (APB). The APB
approves the CJIS Security Policy and Procedures.

e Subpart C § 20.36 requires the states as a condition of access to federal records, to sign
a CJIS user agreement to abide by all rules, polices and recommendations by the CJIS
APB (from 20.35) and adopted by the FBI Director.

Kansas Criminal History Record Information Act, K.S.A 22-4701, et seq.
o K.S.A. 22-4704 gives the KBI Director the responsibility to set the rules regarding
Kansas CHRI.
o K.S.A.4707(b) allows noncriminal justice persons and agencies access to CHRI for such
purposes and under such conditions as may be authorized by law, including rules and
regulations adopted pursuant to this act.
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https://www.cjisonline.com/

The KCJIS Security Policy and Procedures can be found on the Kansas Highway Patrol CJIS
Launch Pad at

https://cjisaudit.khp.ks.gov/launchpad/cjisdocs/files/approved kcjis policies procedures v5 5.p
df.

Contact Information:

KBI Criminal History Records Manager
Talisha Drew

(785) 296-8272
Talisha.Drew@kbi.ks.gov

KBI Criminal History Records Unit
(785) 296-2454
Record Check@kbi.ks.gov

KBI Identification Manager
Kristi Carter

(785) 296-4896
Kristi.Carter@kbi.ks.gov

KBI Division Director/Kansas Compact Officer
Nicole Mattox

(785) 296-8256

Nicole.Mattox@kbi.ks.gov

KBI Identification Unit
Program Consultant
Molly Bickel

(785) 296-8266
Molly.Bickel@Kkbi.ks.gov
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